SD Card Hacking

The Exploration and Exploitation of an
SD Memory Card
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Solution: managed Flash

e Small embedded controller in every
“managed Flash” device

- 8051 or ARM7 CPU

- 4-8mm\2 silicon = ~$0.15-$0.30 cost
add-on

— Compare to Flash die area = 100mmA2,
$2.90 cost

— Compare to test cost, wafer-scale tester
= $1mm = ~$0.45 for a 30 second test
(assuming 24 month lifetime and usage
24x7x365)




Faking Reliability

e Flash memory is “unreliable”

— You are not storing data, you are storing probabilistic
approximation of your data

— Workaround: computational error correction (ECC)
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Also, Bad Blocks

* TLC/MLC Flash price is < 0.1nano$/bit

- Only achievable because every piece of silicon fabricated is sold,
regardless of fabrication errors — nothing is thrown away

— Work around: bad block remapping
* In some cases, over 80% of blocks are bad (e.g. 16GiB chip sold as 2GiB)
— Also, blocks go bad with P/E cycles
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Why do it at this layer?

Rainbow tables — >
<« JFFS, YAFFS

<+ SSD, SD, USB mass storage

 Considering:
— Flash geometry changes every 12-18 mos

e New ECC rules
* New page size, block mapping
e Intensely cost-sensitive market

 Lowest cost, highest performing Flash chips are proprietary



The Concern

* This is the set up for a MITM attack

* What runs on the microcontroller? Can it be
hacked? Can I trust my Flash memory?




~ Fakes Turn In; New

Quest: Hack an SD Card

e Find and hack an SD card

— Control the micro to make an LED flash, at a bare
minimum

— Challenge: no public docs available on controllers
e Our story

— Hardware tools developed to inspect, learn, and hack
SD cards

— Software tools and static code analysis to discover
back doors and controller structure




Step 1: Acquire targets




SD Cards Ahoy
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What's inside
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Easy mode decap




Taps: gen 1 monolithic




Taps GenZ2




i Taps: gen 2, monolithic
and discrete




Tap In-system




Tapping system diagram

*Capabilities:
—-Flash ROM emulation

*DDR3 as Flash

* Dual-port implementation,
mod and read on the fly

Linux host

Novena
Quad-core ARM
1GHz linux system

~Interface logging
*Trace capture of SD and

Flash interface transactions

FPGA

; s
¢ ————_ | FLASH memory chip is
removed or installed depending

on objective (i.e.,
observation/logging or fuzzing)

SD card




ROM reader




Identifying a target

 Discrete implementation — more hacking options than monolithic

e SL.C memory (unscrambled, trivially readable)

— Easy to check for strings:
“China Buildwin SD Controller,Anti-
Japig, Author:Y/G/S/P/X Date:2008-7"

— Cross-check against google — Appotech controller, likely 8051
e AX211



Factory Firmware

e Initial code had to get there
somehow

— Try to get ahold of the factory's
flashing tool
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Obtaining software
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Programming tool

EXOE | BALEE | FRIERSE | ATEE |

B E Flashl 5
| ML ash | [ BEFL b8 S
Flachd-S  |wT20F32508NAR |
I T
@ R O LS R —
1Rl Es 13 ] T
AT E R = st #i /et
R 2 =1 AR |
|00t g BE |00 NE
FREAT nE —
[T s, ¥ pimEiE BAE |0 NE
........ e o




Strange filenames
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About the 8051

v nel = ASFL
codzi03ES
code@sFS
code: 0305
codaiisibh coda Jbh:
code: 0305
cod=:03ES

Lol @3EA
cod=03EC
rode@5FnN
code:03EE
coda@sFa

code: 0302
codaisk s

code: 034
cod=103F5

Lol @3F G
codoi03FT
rode@5FA
code03F0
codabsba
code: a3 C

Sbyle 8218

STSRT OF FIMCTTON CHIME FOR code d99

b REM_ 23,2, code LD
_—— D3, FOF2 5 -C
sl &, F3R_DD

add N, RO

anl o, EI

neh &, mAM ZE

s iFo, FSR_C4

anl &, Rl

xrl L, (ML

zech &, B3

subb hy RL

mirs 4, R2

ey aha, &

e 5, (R1

anl L, e

fma LFH, Hi .
acall  code 126

COO0JZE4 |OOCO0SES .
1]

e, OSEs

s LILE XHEF:

code 48u-44L7

Dats Podrter High Eyte

o




About the

8051

" e el =R FA Sbyle 8218
codzi03ES
code:@iFS 3 STGET OF FIMCTTON CHUME FOR l’d‘lt‘l-:_'—"l-"-]"-]
cod=: a3
codaiisibh coda Jbh: K
Y lecode: 0305 b REM_ 23,2, code LD
" lcod=:03E3 e A2, te=F2 3 '-°
" leud=:03EA sl &, F3R_DD
" lcad=2:03EC add N, R
" leadeasFn anl 5, RI
" lcad=:03EE neh &, mAM ZE
Y lcodz:osFa s iFo, FSR_C4
" leode:aarz anl &, Rl
Y lcodaiusk s xrl L, (ML
" leod=:03r4 zech &, B3
Y lcod=:03F5 suba N, (iPd
" ool 2 83F & T &, R2
" lcadoi03F7 e wro, A
Y lradaianFa mevs 5, (iR
" lcado03F0 anl L, e
" lcadzusra e LFH, Hi .
" lcod=:03rc acall  code 126
COO02JZE+ [OOCO0SES . vude, 03E=
1] |

s LILE XHEF:

code 48u-44L7

Dats Podrter High Eyte

o

dd if=/dev/urandom of=firmware.bin bs=2048 count=1



About the 8051

Insiructions by opeude

0x00 || 0x01 || 0x02 | Ox03 || Ox0d || 0x05| 0x06 | [0x07 |0x03 0x0c || 0x0d| Ox0e || 0xOf
OxD0[MOr  ||AME |LIMP |RE [NC  |[INC |INC  [[INC  |[[NC o (IO e IHC |INC (INC

|ﬂzli}|m-: ACALL|Lcall|RRC |CEC |pEC |pEC |[pEC |DEC |DEC |DEC |[pEC [pEC (DEC |DEC |[DEC
x20(n  [|AIMP [RET |RL [ADD |[ADD |ADD |[ACD [[ADD [ADD |ADD ||ADD [ADD [[ADD |ADD [laDD
[ix30(me  [acalLRETI |BLC [|ADDC| ADDC| ADDC|(ADDC| ADDT [ ADDC| ADDC|(ADDC [ADDC|[ADDC | ADDC|[ADDC
luxgolpc  |ampe jor [oRL [|[oRL |oRL |oRL [joRL oRL |oRL [oRL |joRL |[oRL [|CRL |ORL [joRL
(0xSOfe ACALLJANL | AnL ANL | ANL ANL AN [ANL [lANL [ANL 0L |ANL JlaNL
lux6olpz  [amp [KRL [xRL [MRL [XRL |XRL [[XRL [MRL |XRL |[XRL [[XRL |XRL [[RL |XRL [jXRL
|ﬂ17|]|l"‘i|? ACATL([TRT, | TAP WO MOV [ MOV (MO (MO |MOW | WOV ([MOY (WO IOV | MOV | [RTY
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ANL

|l]35l]| RN ([AIMDP ||AML | BOVD|DIY (MUY | MOV |[MON |30 (MO | MUY MO MO (MO | MUY 3Oy
|l]19l]| MOY || ACALL|MOY | WOVO|[3ITRR ||SIIRR | STIRE ||SITRA ||FITRE [SIRR | 3T RBRE||SURR [3ITRER|[3IAR | 31 RE ||S1IRE

|I]EEIJ|UHL AP Moy [INe [auL (| pov Moy Moy ([Mov | pov [Mov [vov Moy | oy oy
Imehnf[avn [[acaiL CINE [[eniE | onvE [jonsk [[onE [lome | o [lose [onE (o | ene (lose
|[FIH]”PUEI-I AP CLE [EWaAP(|XCH |XCH |[|XCH ||ECH ||XCH [XCH [[XCH |=ECH [|ECH [XCE |[[XCH
Imednlfrar  [lacalL oz | xcrp [xoim(pig [Nz | pivz [jprvz Dz (oo | Nz [prz
|ﬂ}{Eﬂ|MEﬁl’K AP MOV | OWVENCLE |30V | ROOW |[MON (MO (MO | MO0V | [MOY IMON (MO | DO |20

|ttt | MOV ACALL JJCrL MOV | MOV MOV MOV MOV | MOV [MOY MOV MOV | MOV MOV
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http://www.win.tue.nl/~aeb/comp/8051/set8051.html



About the 8051

Insiructions by opeude

0x00 || 0x01 || 0x02 | Ox03 || OxOd || 0x05 | Ox06 || 0%x07 || 008 0x0c | (x0d| 0x0e || 0x0f
Ox00) [M2F  |AIME (LIMP |BE (N ([NC (MO |[NC (|NC O |NC (IC |NC [INC |[INC
|ﬂzli}|m-: ACALL|Lcall|RRC |CEC |pEC |pEC |[pEC |DEC |DEC |DEC |[pEC [pEC (DEC |DEC |[DEC
x20(n  [|AIMP [RET |RL [ADD |[ADD |ADD |[ACD [[ADD [ADD |ADD ||ADD [ADD [[ADD |ADD [laDD
[ix30(me  [acalLRETI |BLC [|ADDC| ADDC| ADDC|(ADDC| ADDT [ ADDC| ADDC|(ADDC [ADDC|[ADDC | ADDC|[ADDC
luxgolpc  |ampe jor [oRL [|[oRL |oRL |oRL [joRL oRL |oRL [oRL |joRL |[oRL [|CRL |ORL [joRL
OxSO)E JACALCIAN | A o | [oS i [ | i [l [ A |
lux6olpz  [amp [KRL [xRL [MRL [XRL |XRL [[XRL [MRL |XRL |[XRL [[XRL |XRL [[RL |XRL [jXRL
0x70|mz  [acainforr. |[mve [uov [[Mov |pov [mov [[vov [Mov [vov [mov [vow [mow | Moy [paay

dE
L

A L 1 O S T o L B LT 1 R L e S I (Y
SITHR ||SIMAR [ STRA ||S1RA (SITER |SIMER | STRA )STRE

ox80] [ [[amar [[anL
[0xv0]mov [[acars:

|I]EEIJ|UHL AIMP oy [mov oy oy [mov [mov | oy oy
|'[rxcﬂ|| USH ||AIMP -H |[xcH |[xcH |xcE |kcn [xcH |[xcH |xcE |Rcn

CLR XCH XCH
IhAn{por  [[acALL|SCTC [sCTD (Da  ||pe | Xoinlxoim|ppez (o | oz |prz [piz |ope | oz |pre
|ﬂxeﬂ|‘ WX ATME  (|MOVE | BOOWECLE (B0 | RO | (MO (|80 (B0 | OO (MO MO (| ATIODW | DO | PAOY
|lIuII|HD‘r"{a\E.‘!.lLMMEDEE£EL MOV [ MOV MOV ([MOV MOV | MOV MOV [MOY MOV | MOV MOV

http://www.win.tue.nl/~aeb/comp/8051/set8051.html



About the AX211
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About the AX211

CPU Features

1T 32-Bit RISC CPU, optimized for SD, NAND
Flash applications

» MAX 50 MIPS performance with on chip RC
oscillator and PLL

2D Intarface Features

# Fully Supports 5D card standard 1.0/1.1/2.0
* Supports SD high capacity standard

* Supports SPI mode

» Supports Command class 0/2/4/5/6/7/8/10
* Supports CPRM

* Speed class up to 6

+ Suppaorts host clock up to S0MHz
* Supports bus width X1/xX4

= Supports SD host function

+ Enhanced ESD protection

MAMND Flash Interface Features

* Supports small of large page NAND flash
* Supports SLC or MLC MAMD flagh

* Supports Two-Plane or Interdeave NAND flash

s Supports XAX16 NAND Nash

s Supposts parailel mode

s Supports up o B CE

« Built in 6-54bit/page(528 bytes) on-the-fly ECC

» Data protection during data transfer if unplugged
fpower off

Low Power Consumption

» Dparating current is about 10mA during data
transter

& Supports Sleep Mode, curreént is less than 200ul
during Sleap Mode
* Fast wake up during Sleep Mode

Package
& 48-pin TOFP or QF N package
& Die form



About the AX211

* Supports Two-Plane or Interdeave NAND flash

+ 1T 32-Bil RISC CPU, optimized for SD, NAND s Supports XENX18 NAND Nash
Flash applications « Supparts parallel mode
oscillator o1 * Suppors (@ s
« Built in 6-54bit/page(528 bytes) on-the-fly ECC
SD Interface Features * Data protection during data transfer if unplugged
# Fully Supports SD card standard 1.0/1.1/2.0 fpower off
* Supports SD high capacity standard
« Supports SPl mode Low Power Consumption
» Supports Command class 0/2/4/5/6/7/8/10 » Operating current is about 10mA during data
= Supports CPRM wransfer
s Speed class up to 6 » Supports Sleep Mode, current is less than 200uA
= Supports host clock up to S0MHz during Sleep Mode
s Supports bus width X1 /x4 * Fast wake up during Sleep Mode
= Supports SD host function
» Enhanced ESD protection Package
» 4B
NAND Flash Interface Features _iﬁ;ﬂw wE

* Supports small of large page NAND flash
* Supports SLC or MLC MAMD flagh



Programming process

I
I
Ready |
I
i

| Load FLASH_SCAN.BIN!

|

| Load FLASH_PRO.BIN |
I

I
i
!




SD Protocol: Hardware

e Signals:
- CMD

- DATO0 — DAT3
-CLK

e Signal integrity
— Commands use CRC7
— Data uses CRC16
* Also supports SPI mode



SD Protocol: Software

e 64 Possible Commands

- CMDO0: Reset / Go Idle

- CMD10: Get CID

- CMD41: ACMD “escape”

- CMD60 — CMD63: Reserved for mfgr

e 32 bits of “argument” data

0 1 bit 5...bit 0 hit31..bit 0 bit&...bit 0 1

start bit host command argumen CRCT! end bit

[SanDisk Product Manual V1.9]



SD Protocol: Response

Bit position 47 46 [45:40] [39:8] [7:1] 0
Width (bits) 1 1 6 32 7 1
Value ' g X ¥ X 1
Description | start bit |transmission bit| command index card status CRC7Y end bit

Table 4-29: Response R1

24 LOCK_UMNLOCK_FAILE ER X [0'=na error Set when a sequence or password  |C
(¥ [1' = arror ermor has been detecled in
lockfunlock card command.

23 COM_CRC_ERROR ER '0'= no ermor The CRC check of the previous B
'1'= error command failed.

22 ILLCGAL COMMAND |CR '0'= no error Command not legal for the card stae(l
'1'= error

21 CAND_ECC TAILED EnMX |0=success Card internal ECC was applied but  |C
'1'= fzailre Ifﬂiinrl to corrernt the data.

20 CC_ERROR ERX [0'=noermror Internal card controller error C
"L'= error

19 ERRDOR ERX [0'=noeror A general or an unknown error C

[SD Simplified Layer Spec]



Fuzzing knock sequence

e 64 possible commands

— Only 4 “manufacturer” commands

- 2% possible arguments
* Fuzz sequence:

— Reset card
— Send random command/argument
— Check for a response

— No response means it may have crashed
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No success

* Huge number of possibilities

e Fuzzer can run non-interactively

* Try a different approach

— Look at the firmware burner



Programming jig

* AX2005
 Bit-banged SD

w

PO ADES ; =============== 5 UB RO UT IHNE ==================================:|
PO ADES
Radw AN
POMADES toggle clk _once: 3 CODE MREF: ROM_2B7¢:pov 2Bs1Tp
RO DC3 ; ROM_2p7G:ROM_2pacTp ...
U R ADES jk BAaM 42, /7, toggle clki
" |povt  ADES arnl FSF_§@, #E<EF
Y |povs :4DED nap
" Rt ADEA arl FSF_8a, #oxla
® Inoet  apED rot |
ROM:ADEE ; —----=- === === == e e e e e -
B 4 DEE
ROM:ADEE toggle clk2: : CODE XREF: toggle clk oncelq
" |ROM : ADEE arnl FSF_{@, HExEF
" R0 ADFL nap el
" R 02 arl MsF_{a, #oxla
Y RO 4DFS ret
ROM:4DF5 ; End of function toggle clk _once
[O0004LEE [OCO04:ED: toggle =1k crace=l2A -




Running code

e Noticec

C'APPQO'in AX2005 firmware

e Preceed

ed by #63

* Maybe the knock is “CMD63 APPO”

e Card seems to respond

— Doesn't say “invalid command”

— Doesn't respond at all for 130 cycles

- If CRC16 is valid, card stops responding at all



Writing a debugger

e We can run code. Great!
e We don't know what to run! Darn.
* Debugger can go over SD

* We have example code



* 512 bytes

e Easy to analyze

e Tells us entry point

e Contains SD state machine



Firmware Dumrg

t:IJ.'_'H CHUNE &1 codoii&ed SLSE OUOURIED BYIER
TTON CHIME AT ¢ vale: @500 STTF Q8ORT IF BYTFS

o (i TF TR
 aw codenr
 aiwp codetee

ajmp  eee 263

Ajmp cenle 513
e eadeac
 aimwp codeser

ajmp  cole 554

ajup code 262
fon-naEn nTannaER AR 0 Takieds
K| |

|

~ Also, Original Card

|Eg‘£l: trpe argument resp anorevlation command description
CMO0 fe Siantiots - SO DLE STATE  [Resste ol cares 1o d e alee
TR EALIVAL
CMO2 foer 3107 st bits 2 ALL_BEMC_CID ary =ard bo z2enc 11e D numoes
1 B CD Eree G2y card natis
nmecled 1o the Fost wil respord]
Wl lhk] oro 3100 st bk HFi HEeml HE_ANVE_ 1 zani oo pubiish & e ralste
AOH e [HOA)
0oL e ROR) DESR s SOT_DSH ram s he D5H of al cals
|7 3:0 wiuF nits
O T b S S T TH T T T o T ot EEs (e Y R e AT [ I E
CMOT fac M8 RCA Riz  SCLECTDCECLETT fCommand ogyges o cad baleeen e
150 siu¥ tits lomly AR noHoy and framsfer gates or tewsen
from the pregrEmmng anc disconnes: slates,
sajuched n balh zages, the cont & solecesd by s
ard) a1 reladee acdrese ane gess dess sched
arny eher edorass; addriss O desakcts)
L In e saee e he RGAagdels O,
i e brost gy da one of the following;
- Uz other RCA numzer to perforn
cam de-emestion.
- Re-send ORI o changa ds RGA
rumzer w0 other lkar 0 and then uss
CKIDT  with RIA-D for card  ded
awheclion,
S0 for [FZlezereed B RF BSKOUIF GOND  [Serds 30 Memcry Card inerlece
| 1Elsupply b, atich nchices hast supply
el ) b A e MO A axks e cand
| tleheck palteT rerthar card suppor= wollzge. Seserves
ts sl bt xed I 0
(] t o [MA8] RCA R2 SCRD_CED vreseed cand se s ils cand-sgecific
F 150 =¥ it k= (300 o the THT line.
CUMIMa fae  [FU1E] RCA R2 SCKD_CID creried card gemde ile catd idenli-
17500 =y zits calan |CI0) er CRWD the lize.
T pesane
CODIE fac [V swF i RIn STOF_ I rrees IFe cacs 2 skop cATSmEs nn
TRARSMSSEON
CHMIY e [MOAR RCA R1 SCRO_GTATUS el sment cand wewie e serhe
[ 5:00 st eits regiser
L34 PeFarved

[SD Simplified Layer Spec]



Writing a debugger

 Borrow TestBoot.bin
— Code doesn't work out of the box
* No debugger whatsoever

— Maybe we can wiggle a pin?



GPIO hunting

* Probably 1 — 3 registers

— Set/Clear register value
— Set/Clear pullup

— Set pin function

* Toggle them with some frequency



e Generate an 8051 program that:

— Pokes value to a random SFR
— Delays a while
— Changes SFR value
— Delays again
— Repeat
e Read GPIO input values on host
— Watch for toggling pins



“Hello, World” that

finally worked!

fuzz:
nov Oxef, #0x00
acall sleep
nov Oxef, #Oxff
acall sleep
sjmp  fuzz

sl eep:

nov R5, #Oxff
nov R6, #0x20

top_of pause:
dj nz R5, top _of pause
dj nz R6, top_of pause
r et



00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000a0
000000b0O
000000cO
000000d0
000000e0
000000f O
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
000001a0
000001b0
000001cO
000001d0
000001e0
000001f 0

57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
47
47
a7
a7
47
47
47
47
47
47

57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
47
47
47
47
47
47
47
47
47
47
47
47
47
47
47
47

57
57
57
57
57
57
57
57
57
57
47
47
47
47
47
47
47
a7
47
a7
47
47
47
47
47
a7
47
47
47
47
47
47

57
57
57
57
57
57
57
57
57
57
47
47
47
47
47
47
47
a7
47
a7
47
47
47
47
47
47
47
a7
a7
47
47
47

57
57
57
57
57
57
57
57
57
57
47
47
47
47
47
47
a7
a7
47
47
47
47
47
47
a7
a7
47
47
47
47
47
47

57 57 47
S7 47 47
57 47 47
57 47 47
57 47 47
47 47 47
47 47 47
a7 47 47
47 47 47
47 47 47
47 47 47
47 47 47
47 47 47
47 47 47
47 47 47
47 47 47
47 47 47
47 47 47
47 47 47
47 47 47
47 47 47
47 47 57
47 47 57
47 47 57
47 47 57
47 47 57
47 47 57
47 57 57
47 57 57
47 57 57
47 57 57
47 57 57

“Hello, World”

(bserved 65 changes:

a7
47
47
47
47
a7
47
47
a7
47
a7
47
47
47
47
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57

47 47
47 47
47 47
47 47
47 47
47 47
47 47
a7 47
47 47
47 47
57 57
57 57
57 57
57 57
57 57
57 57
57 57
57 57
57 57
57 57
57 57
57 57
57 57
57 57
57 57
57 57
57 57
57 57
57 57
57 57
57 57
57 57

47
47

47
47
47
47
47
a7
47
47
57
57
57
57
57
57
57
57

57
57
57

57
57
57

57
57
57
57
57
57
57
57

a7
47

47
47
57
57
57
57
57
57
57
57
57
57
57
57
57
57

57
57
57

57
57

57

57
57
57
57
57
57
57
57

57
57

57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57

57
57
57

57
57
57

57
57
57
57
57
57
57
57

57
57

57
57
57
57
57
57
57
57
57
57
57
57
57
57
57
57

57
57
57

57
57

57

57
57
57
57
57
57
57
57




Writing a Debugger

* Bidirectional SD communications

— Send CMD with four 8-byte arguments

— Get CMD back with four 8-byte responses
 Basic commands

— peek/poke

— GPIO control

— IRQ status

- NAND emulator

— 32-bit opcodes?

e https://github.com/xobs/ax2xx-code



Oxab “Escape” opcode

e Undefined in standard 8051

» All over the place in AX211 code
e Oxab OxXY

e Oxab 0x7Y OxWZ



8 bit or 32 bit?

- Four 32-bit registers

+ “extop” debugger command -
e Discovered 32-bit clr, not, inc, dec

* Many undiscovered opcodes




e Similar to AX211
» Faster, more GPIOs, different SFR map

uintls_t pe-—iTe staTAlULRtIZ_t Fhey, uintls_t sTatel |
ulntlé_t zattern
if (sialcEl)

else

Ll=rr

return | =taTe<<15]

ulntla_t descrambls byts{uint32_t ===y, ulntd_t *hyte, Lntle_t sTate) -

ulntE_t woil

raturn =lc.z




Time for Tin Foil Hats

e Attack scenarios:
—Eavesdropping

e Report smaller than actual capacity
e Data is sequestered to hidden sectors that are uneraseable

-ToC/ToU

* Present one version of file for verification, another for execution
e Bootloader manipulation, etc.
—Selective-modity

 Scan for assets of interest, e.g. security keys, binaries, and
replace with insecure versions



Samsung MMC

e Samsung pushed firmware patch to eMMC cards in Android

e Contains ARM7 code
— http://forum.xda-developers.com/showthread.php?t=2096045

— Uses “class 8” instructions reserved for manufacturer

(1%

By inspecting some code, it seems that we know how to dump the eMMC RAM:

Look at the function mmc_set_wearlevel_page in line 206. It patches the RAM (using the
method mentioned before), then it validates what it has written (in lines 255-290). Seems that
the procedure to read the RAM is as following:

1. CMD62(0xEFAC62EC) CMD62(0x10210002) to enter RAM reading mode

2. MMC_ERASE_GROUP_START(Address to read) MMC_ERASE_GROUP_END(Length
to read) MMC_ERASE(0)

3. MMC_READ SINGLE_ BLOCK to read the data

4. CMD62(0xEFAC62EC) CMD62(0xDECCEE) to exit RAM reading mode »


http://forum.xda-developers.com/showthread.php?t=2096045

Other Direction: TLC

e TLC Flash has scrambling
applied to avoid “read-disturb”
and “program-disturb” issues

— Scrambling is a proprietary
algorithm, as of yet unknown

— Highly structured




Wrap-up

» SD cards contain fully programmable
microcontrollers

» Controller program modifiable via special
host commands

— Potential for MITM attack scenarios @

— Potential for extremely cheap microcontroller
for fun projects ©



Special Thanks

» Shout out to .mudge for creating
CFT which enabled this research,
and many other good things (some
yet to come!)



Q&A

* Demo (time allowing)

e Thanks for your attention!



About the 8051

RAM: 0x00 - 0x7f

0x0000 - Oxffff
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